AEDC Customer Requirements
for Using AEDC Computers & Internet Access
With the exception of the Visit Authorization Letter (VAL) which is accomplished by your Security Department, this document contains all the requirements for gaining access to AEDC Computers and Internet.

1.  Information Assurance Awareness Program (IAAP) training
2.  Virus and Incident Checklist
3.  AEDC Customer Information Assurance Briefing
4.  Visitor/Customer Request to Connect Company-Owned Personal Electronic Device (PED) to AEDC Computer Systems/Networks & Internet Access
5.  Customer Information and Compliance Signature Page

Information Assurance Awareness Program (IAAP) Training

"Network User Licensing” Training

“Network User Licensing” Training

1.  Unit Aims and Objectives:  To define safe computer practice as it relates to network security.
After completing this unit, you should be able to:

· Describe how to protect a computer system from viruses,

· Identify the symptoms of computer virus infection,

· State procedures for computer virus detection and protection, and

· Cite strategy to backup your computer system.

2.  Authorized and Unauthorized Activities

Your computer is the property of the U. S. Government and it is to be used exclusively for official government business.

You should maintain original software in a secure location such as a locked cabinet or drawer.

You should identify software requirements to your Workgroup Manager before installing any software on your computer.

Software may be loaded onto a government computer with the approval of the DAA, in coordination with the Network Control Center (NCC).

The Network Control Center supports software listed in the Joint Technical Architecture-Air Force (JTA-AF), including.

· Operating Systems such as Winxx, Win NT and UNIX

· Applications: such as MSOutlook Client, MSOffice 97, and AdobeAcrobat Reader

· Utilities: such as Norton Anti-Virus and McAfee VirusScan

The following activities relating to AF computer use are unauthorized:

· Any use other than for official and authorized business,

· Activities for personal or commercial gain,

· Storing or displaying offensive material, such as racist literature, Storing or displaying sexually harassing or obscene language or material,

· Storing or processing classified information on any system not approved for classified processing, and

· Improperly storing or processing copyrighted material.

Other activities relating to unauthorized AF computer use are

· Viewing, changing, or deleting files of another user without appropriate authorization or permission,

· Attempting to defeat security systems,

· Obtaining, installing, copying or using software in violation of the license agreement of the vendor,

· Permitting any unauthorized individual access to a government-owned or government-operated system, and

· Modifying or altering your software or hardware on your system.

Regardless of the sensitivity or classification of information, the following steps must always be performed:

· You must safeguard each information system and its contained information against sabotage, tampering, denial of service, espionage, or release to unauthorized persons,

· You must protect hardware, software, and documentation at the highest level of classification residing on the information system, and

· You must report information systems security incidents, vulnerabilities, and virus attacks.

3.  Virus Detection and Protection

Every user is responsible for protecting information systems - including network servers - from attacks by malicious logic such as viruses, worms, and Trojan horses.

Users and system administrators should apply an appropriate mix of preventive measures.

These include:

· User awareness training,

· Local policies,

· Configuration management, and

· Anti-virus software.

A virus - also known as malicious logic - is a software program written specifically to infect and alter other company programs.

It can easily infect the software such as executable, overlay, or system files.

A virus can also infect hardware such as system memory, hard-disk partition tables, and boot sectors.

A virus may be self-replicating, malicious program segment that attaches itself to an application program or other system component and leaves no obvious signs of having been there.

A virus is foreign information, data, or both that is inserted into a system to cause destruction, scrambling, or changing of internal operational data or output data transported to exterior devices, or other files within the system.

Viruses can be received from:

· Diskettes,

· E-mail attachments - especially Word and Excel documents,

· Programs downloaded and executed, and

· Disks containing new or updated software.

Viruses are normally spread from one computer system to another through introduction of the virus into a network, or through floppy disks processed on an infected system and then exported to other computers.

External files that have been downloaded can also import viruses.

Occasionally, you will receive E-Mail warning you of a potential virus or telling you to forward E-Mails for some other reason.

You should not forward E-Mails regarding virus alerts or chain letters.

The majority of virus alert E-mails are not true and will only serve to clog up the network.

If you do receive an E-mail of this nature, contact your Workgroup Manager for guidance.

The indicators that can alert you to the possibility of a virus hiding in your computer are

· File abnormalities,

· System abnormalities.

File abnormalities include:

· Files increasing or growing in size,

· Files creating modifications of data,

· Unexplained filenames appearing,

· New data appearing in stored files,

· Files being lost without reason,

· The inability to save files,

· A file being copied without invoking the command,

· Files becoming corrupt, and

· Files showing incomplete data.

System abnormalities include:

· Unexpected decreases in the amount of random access memory space,

· A disk light being on when not reading or writing to the disk,

· Operations not speeding up when working data is saved,

· Slow system operation,

· Sudden lack of disk space or inability to access disk,

· The appearance of unexpected messages, such as foreign messages or default messages generated by the computer,

· Difficulty in printing, and

· Printing errors.

There are four steps to virus protection:

· Prevention,

· Detection,

· Eradication, and

· Reporting.

Prevention is the single most effective and easiest safeguard against system virus infections.

The keys to protecting against viruses are education and awareness, coupled with a disciplined practice of prevention procedures by all user personnel.

One way to prevent virus infections is to use magnetic media that has been virus-scanned.

Magnetic media includes:

· Floppy disks,

· CD-ROMs, and

· 8mm tapes.

Other virus prevention safeguards, apart from virus-scanned magnetic media are:

· You should use only AF-approved anti-virus software and you should install updates and upgrades to anti-virus software immediately.

· For added protection, you should write-protect floppy diskettes when applicable and back up your data periodically.

· You should virus-check all downloaded files, including sound and video files as well as E-mail attachments.

· To prevent the possibility of rapidly spreading a virus, you should avoid downloading files to a network or shared drive.

You should anticipate that viruses might reach the systems within your organization, making detection an important component of system security.

You should enable the Auto-Protect feature of your anti-virus software so that it can detect viruses.

You should watch for file or system abnormalities that may indicate a virus is present.

If your anti-virus software detects a virus you should take the following course of action to eradicate it:

· Follow the steps identified by the anti-virus software program.

· Contact your Workgroup Manager for assistance.

· Notify the file's initial sender about the virus.

There may be times when file or system abnormalities cause you to believe that there is a virus, but your anti-virus software fails to detect a virus.

You should report all such occurrences to your Workgroup Manager.

4.  Backup Strategy

Backup copies of data are essential for recovery if working copies become defective.

The routine backup of critical data is paramount to limiting the loss of critical information.

Also, having backup copies of files allows you to continue to work on files, when the network is unavailable.

You should conduct backup operations as often as required based on the operational need and sensitivity of your information.

Keep in mind that backup media itself can fail.

You should replace worn backup media immediately.

You should follow these guidelines when performing data backup operations:

· Store backup media in a separate location from working media.

· Keep several generations of backup files.

· Keep a log of when each generation is made.

· When restoring from backup files, make sure archive files are not virus-infected.

5.  Unit Summary

You have been shown safe computer practice as it relates to network security.  Your computer is the property of the U.S. Government and it is to be used exclusively for official government business.  The Network Control Center (NCC) on government systems must support all software that you load onto AF computers.  You should be aware of unauthorized and prohibited activities involving the use of information software and hardware.

A virus is a program written with the intention of changing or damaging the software or hardware on target computer or systems.  It may disable computers or negatively affect their operation in other ways.  The four steps to virus protection are prevention, detection, eradication, and reporting.

It is important to backup your data to ensure recovery if working copies become defective.  Backups should be performed according to the criticality of the data.

"Network User Licensing" - Unit Test

1. Software may be loaded on any government computer or system so long as it is

a. Certified by Network Control Center

b. Mission essential

c. Mission critical

d. Approved by the Designated Approval Authority

2. Original software must be maintained

a. In a GSA approved container

b. In a secure location

c. And controlled by the Designated Approving Authority

d. And inventoried by the Network Control Center

3. When may government computers be used for other than official and authorized business?

a. At any time when the system is not being used for official business

b. Never - this activity is prohibited

c. So long as the work is mission critical

d. After approval is received from the unit commander

4. Which of the following activities is not prohibited?

a. Storing copyrighted material

b. Activities for personal or commercial gain

c. Storing or displaying offensive or obscene language or material, such as racist literature or sexually harassing or obscene materials

d. Storing or processing classified information on any system not approved for classified processing

5. You may permit an unauthorized individual access to a government-owned or government operated system so long as the work being done is mission essential and you have received prior approval.

a. True

b. False

6. Which of the following steps must always be performed, regardless of the sensitivity or classification of information.

a. Safeguard each information system and its information against sabotage, tampering, denial of service, espionage, or release to unauthorized persons

b. Protect hardware, software, and documentation at the highest level of classification resident on the information system

c. Report information systems security incidents, vulnerabilities, and virus attacks

d. Report all information to the workgroup manager

e. A, B, and C

7. All users are responsible for reporting information systems security incidents, vulnerabilities, and virus attacks.

a. True

b. False

8. Foreign information, data, or both that is inserted into a system and causes destruction, scrambling or changing of internal operational data are referred to as what?

a. Viruses

b. Malicious code

c. Trojan horses

d. Worms

e. All of the above

9. How are viruses normally spread from one computer system to another?

a. Through introduction of the virus into the network

b. Through floppy disks processed on an infected system

c. Installation of new hardware on the system

d. Imported by external files from internet downloads

e. A, B and D

10. Which of the following statement regarding viruses are true?

a. Using anti-virus software will capture all viruses

b. You will receive an e-mail alert when a virus enters you system

c. They can affect executable, overlay, and system files

d. They can affect system memory, partition tables and boot sectors

e. C and D

11. Viruses can be received from diskettes, E-Mail attachments, and programs downloaded and executed.

a. True

b. False

12. Viruses are known as

a. Physical logic

b. Malicious logic

c. Illogical programming

d. Logical configuration

13. There are many varying indicators that will alert you to the possibility of a virus hiding in your computer.  Which of the following is not an indicator?

a. An increase in file size

b. The system operates slowly and performance is sluggish

c. The system continually shuts down

d. Corrupted files

14. Which of the following is not a sign that a virus is present?

a. You are unable to print to file

b. There is a sudden lack of disk space or you cannot access a disk

c. Files are missing, have increased in size, or are corrupt

d. The system operates slowly

15. The four steps of virus protection are

a. Awareness, protection, eradication, and reporting

b. Safety, awareness, education, and training

c. Prevention, detection, education, and analysis

d. Prevention, detection, eradication, and reporting

16. __________ is the single most effective and easiest approach for preventing system virus infections.

a. Prevention

b. Detection

c. Education

d. Awareness

17. One way to provide added protection against viruses is to

a. Change ownership of files regularly

b. Save critical files on the server

c. Write-protect floppy diskettes

d. Never allow other users access to your files

18. Which of the following must users virus check in order to protect against downloading viruses from Internet files?

a. Internet sites for adequate security prior to downloading files

b. The services and protocols of the originating source

c. All sender E-Mail addresses as well as their files

d. Downloaded files such as sound and video files as well as files attached to E-Mails

19. To prevent the possibility of rapidly spreading a virus, do not download files

a. To a network or shared device

b. Without express permission from the system administrator

c. Without first saving all your open applications and files

d. When performing your routine backup procedures

20. Which of the following actions should you take when reporting a computer virus

a. Contact your system security administrator for resolution

b. Comply with local security procedures and disable the affected system

c. Contact your Workgroup Manager for assistance in eliminating the virus and reporting the incident

d. First attempt to repair the damage, then contact your Workgroup Manager for reporting requirements

21. Why should you back up your system?

a. The Air Force requires backups

b. Backups are part of a system administrator's duties

c. Backups are not really necessary until a disaster is suspected

d. Back up copies are essential for recovery if working copies become defective

22. Frequency of backups is based on

a. Local needs outlined in the base security policy

b. Requirements set in Department of Defense and Air Force policies

c. Requirements dictated by the current world security environment

d. The operational need and sensitivity of your information

23. When restoring from back-up files, make sure

a. You virus check all current files

b. You continue your backup plan

c. To inform all network users

d. Archive files are not virus infected

"Network User Licensing" Training

Name: ______________________Company: _________________Date: _________

1. ___

2. ___

3. ___

4. ___

5. ___

6. ___

7. ___

8. ___

9. ___

10. ___

11. ___

12. ___

13. ___

14. ___

15. ___

16. ___

17. ___

18. ___

19. ___

20. ___

21. ___
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"Network User Licensing" Training Answers

1. d

2. b

3. b

4. a

5. b

6. e

7. a

8. e

9. e

10. e

11. a

12. b

13. c

14. a

15. d

16. a

17. c

18. d

19. a

20. c

21. d

22. d

23. d
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ARNOLD ENGINEERING AND DEVELOPMENT CENTER

INFORMATION ASSURANCE OFFICE ARNOLD AFB

Virus & Incident Checklist

VIRUS

Contact your Information System Security Officer (ISSO) or immediate supervisor. ISSO: Contact NCC at 4040 Identify if the virus was downloaded from a document.

· Do NOT turn off your computer!

· Write down any errors that you observed on your system.

· Mark the computer “DO NOT USE”.

INCIDENT

If classified information is accidentally placed on your system do the Following IMMEDIATELY! 

Notify, in person or via secure phone, your ISSO and the Help Desk at 4040.  Follow Help Desk instructions.

· Do not delete the message/file.

· Turn off your machine and mark it “DO NOT USE”.

· Have someone with the appropriate clearance physically guard the machine or secure in area cleared for same classification level.

 

AEDC CUSTOMER INFORMATION ASSURANCE BRIEFING

1. Most test environments at AEDC are located in Closed or Restricted Secure areas.  Access to these areas is granted based on the appropriate clearance level and need-to-know, as specified on the test customer representative's Visit Authorization Letter (VAL), which should also identify the requirement for Automated Information Systems Equipment (AISE) access.

2. While at AEDC, area access will be monitored.  Customer access is limited to the applicable testing area, if applicable and specified support areas, the cafeteria, and the credit union.  Do not venture into other areas unless authorized by the ATA Security Office or the Air Force Project Manager.

3. The use of personally owned electronic devices (PEDs) (beepers, pagers, laptops, palmtops, calculators and organizers with non-volatile memory, cellular telephones, two-way radios, etc.) in a Closed or Restricted area is prohibited.

4. Customer-owned AISE that will be connected to AEDC computer/network resources or the Internet must have virus scanning software and be coordinated through the ATA/IA Office.  AEDC procedures require Air Force approval of all AISE processing information at AEDC prior to the AISE becoming operational.

5. Customers wanting to connect to AEDC computer/network resources must provide verification (SSAA) of the approved processing level of any equipment brought from a non-AEDC location, to include the configuration, hardware, and software to be used.  (Internet use only does not require a SSAA).
6. Customers shall ensure all processing units and software are scanned/checked for viruses prior to connecting to AEDC computer systems.

7. In accordance with National Industrial Security Program Operation Manual (NISPOM) guidelines, hardware, software, and media shall be marked upon creation with the classification level clearly indicated.  Also, all data with military application requires distribution statements, export control warning notices, and destruction notices, as directed by the appropriate DoD User Agency.  The test customer shall ensure that all classified, proprietary, source selection sensitive, or competition sensitive information and data be marked accordingly.

8. Software, media, equipment, or other materials shall not be removed from AEDC without proper authorization and instruction.

9. Passwords for computers that connect to any AEDC resource must consist of eight (8) alphanumeric characters (upper and lower case) with at least one special character (@&+! etc).  Do not write passwords down.

10. Passwords for computers that connect to any AEDC resource must be changed every ninety- (90) days.

11. Use Password-protected screen savers and immediately activate whenever computers are left unattended.

12. All AISE and Closed/Restricted areas are subject to inspection at any time.  Customers shall follow applicable AEDC security procedures and practices so that AEDC can continue to provide an excellent security environment in support of AEDC test facilities.

(This page is not required if you are not connecting to AEDC Computer/Network Resources or the Internet)
Visitor/Customer Request to Connect Company-Owned Personal Electronic Device (PED) to AEDC Computer Systems/Networks or Internet
PEDs include laptop computers, handheld computers, personal digital assistants (PDAs), bar code readers, and cellular telephones, etc.

To avoid delays at Pass & Registration, this page must be completed and faxed (931)-454-6043 to the ATA/IA Office, ATTN:  D. J. Jackson, prior to your visit.
	Name of PED User:


	

	Type of PED:
	

	PED Manufacturer & Model Number:


	

	PED Serial Number:


	

	Is the PED company/government owned? (Personally owned are not authorized for use at AEDC)

	

	Name of company/organization which owns the PED:


	

	Location where the PED computer will be used at AEDC:


	

	Length of time authorization is required

Start Date:

End Date:
	

	PED connectivity to any AEDC computer system or network is authorized only with additional AF approval.  
	

	Purpose for which PED will be used?


	

	Is Internet access required?


	Circle:             YES           NO

	Is a Virtual Private Network (VPN) Required?
	Circle:             YES           NO

	Aerospace Testing Alliance (ATA) Point of Contact
	


Complete this page and Fax to (931)-454-6043, ATTN: D.J. Jackson, if you have any questions, please call (931)-454-3871
Customer Information and Compliance Signature
If Military or DoD Civilian, please give the name and telephone number of your Staff Agency Security Manager (SASM) who can verify your IAAP training:

__________________________________________________________

Citizenship_________________
Social Security Number___________________________

AEDC POC/Sponsor:_______________________________

Print Last Name: __________________________________

Print First Name:___________________________________

Middle Initial (if any)______________

Company Name___________________________________

Company Address_________________________________

Company City, State_______________________________

Business Telephone Number: (_______)-______________

Job Title_________________________________________

E-Mail Address:____________________________________

By signing below, I understand and agree to comply with the AEDC Information Assurance briefing as stipulated herein, and as addressed in the Information Assurance Awareness Program (IAAP) training, which I have completed, to include the examination.

Signature_________________________________Date_______________
Notice:  This page contains Privacy Act Information of 1974.
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